Cyber Safety

A Beginners Guide

By Mark Strohm, Jr.
Colossians2.com
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Basics Of Cyber World

Adults — tool, functional
Youth - Technology provides an “experience”
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Create a profile and start meeting new friends!
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What are they into?

Computers hooked up to internet
Communication and social networking
Handheld devices that bring gratification
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Upside Down Internet

Original — Top Down Content
Difficult to program
Expensive to host

Now — Bottom Up Content
Easy to produce web content
Advertising and lower hard disc costs

"
Cyber Dangers

lllegal

Others

Our Children
Injurious
Inappropriate
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New Style Web Page Understand — Online Advertising

Pay for a “result” (purchase or form filled
in)

Pay for a “click”

Pay for an “impression”
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Questionnaire or Polls Picture Galleries




Video Galleries

Online Shopping

Radio or Video Streaming

File Sharing

Interactive Sites

Chat Rooms




Instant Messaging

Forums and Bulletin Boards

Gaming and Gambling

Social Network Sites

Social Network Sites

Game Consoles




MP3, iPod, music players

Cell Phones and Texting Devices

Satellite Radios

With no adult to keep them in
check many children feel
empowered to make very poor
choices from their quiet
bedrooms.

Anonymity and Ability without
Accountability renders Appalling
results!

Our Children NEED You!

Matthew Henry

(of John 10)

“How industrious are wicked people to do
mischiefl What plots will they lay, what
pains will they take, what hazards will they
run, in their wicked pursuits! This should
shame us out of our slothfulness and
cowardice in the service of God”




HELP

Wise Practices
3 Step Plan

#1 — Spend Time With And
Disciple Your Child

Throw out Quality vs. Quantity
Don’t Over Book on Activities
Talk About Worldview Questions
Explain Your Faith

#2 Understand Technology and
Set Clear Loving Limits

What Is OK
Times It Is OK
Clear Expected Behaviors

#3 Keep Your Child
Accountable

Use Technology to help
Firewall
Virus protection
Filter

Levels Of Filters

Low Level
OS software and browser settings
Medium Level

Settings from “premium services” such as
AOL, MSN, Yahoo DSL

High Level
Purchased dedicated software




iISafe.org

http://www.fbi.gov/publications/pguide/pguide.htm

Great list of Do’s and Don'ts:
http://www.cybercrime.gov/rules/rules.htm

http://kids.getnetwise.org/tools/toolscontracts

http://www.cyberbullying.us/cyberbullying_internet_use_contract.pdf




Questions and Answers

This seminar is available free of charge to
area churches and Christian audiences
that are within 10 miles of DCCS and who
agree to allow a short 3-5 minute
presentation on DCCS. Details can be
obtained at
http://CyberSafetySeminar.com




