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What Is Being Done Now?

• Stranger Danger type courses
– iSafe.org
– www.netsmartz.org/
– www.fbi.gov/publications/pguide/pguidee.htm
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What Is Being Done Now?

• Cyber Ethics: 
– Copyright
– Plagiarism
– Missing: Ethics Within Personal Use:

• Sensual Material, Cyber bullying, Gossip, Slander, 
etc. 

– www.cybercrime.gov/cyberethics.htm
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What Is Being Done Now?

• Acceptable Use Policies Typically:
– Cover Internet Use at School
– Protect Students
– Regulate Email Use
– Limit Information Sharing
– Require Avoidance Of Unacceptable Sites
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Present Practices Are Inadequate

There Is An Explosion Of Communication
• Computer Use At Home

• Website and Webpage Creation
• Cell Phone Pictures (Other Cameras)
• iPod, MP3 File Sharing
• Text Messaging
• Instant Messaging
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Time To Take Action

For School Staff, Student, Parents
• Policy

• Training
• Enforcement 
• Ministry (Christian Values, Addiction)
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Policy

• Revise Code Of Conducts or Community 
Life Policies
– Include “Purposeful Acts” Such As Publishing 

Inflammatory Or Derogatory Statements 
About Individuals Or Institutions.

– General  Enough To Include Cyber Bullying 
Activities (Not Just Smoking Or Drinking 
Anymore!)
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Policy

• Acceptable Publishing Standards For Staff 
Including:
– Personal Blogs
– Social Networks
– Photos and Videos

• Appoint Or Create An Oversight Board 
Who Will Be Charged With Determining 
“Inappropriate” Material
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Policy

• Determine What Is “Public Domain”
– May Parents Post Pictures Of Other Children?
– May Students Give Other’s Addresses Or 

Names?
– May Teachers Post School Information On A 

“For Profit” Site?

• Imitating, Spoofing Or Representing 
Someone Else
– Social Networking Sites Representing Others
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Policy

• Use Of Cameras On Campus
• Ban Of Electronic Devices In Locker 

Rooms
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Training

• School Staff
– Dangers

• Predators
• Addiction

• Exposure

– Methods of Immoral and Unethical Behavior
– Expected Personal Communication

• May School Be Mentioned on Personal Websites?
– Affiliate Marketing

– Endorsements
– Philosophy
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Training

• School Staff (cont.)
• How May Students Be Addressed Or Contacted

– Equipped
• Filters
• Plagiarism Programs
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Training

• Student
– Dangers

• Predators
• Addiction
• Exposure

– What Is Legal
• File Sharing, Threatening, etc.

– Cyber Ethics - What Is Moral
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Training

• Student (cont.)
– Clear Expectations

• Cyber Behavior and Communication
– The power of the tongue and your expectations

» What Cyber Bullying Is
* How To Report It
* Consequences If Participating In

– Expectations when mentioning School, teachers, others in 
authority

– Forwarding illegal or immoral material
» File Sharing
» Pornography
» Etc.
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Training

– Clear Expectations (cont.)
• School Work, etc.

– Plagiarism
– Acceptable Sources (No wikipedia or about.com?)

• Making Other’s Personal Information Public
– Pictures

– Names, Addresses, Team Affiliation, etc.
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Training

• Parents
– Dangers

• Predators
• Addiction
• Exposure

– Recognize Symptoms Of Cyber Trouble
– Introduction To Effective Filters
– Wise And Safe Computer Policies For Home
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Enforcement

• How To Report Cyber Bullying
• How To Report Web Content Issues

• Creation Of An Oversight Board To 
Determine What Is Offensive

• Appropriate Punishments
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Ministry

• Dealing With Sin
– Offenses That Reach Many
– Hurt  And Embarrassment Magnified

• Restoration of The Offender
• Restoration of The Offended

– Addiction
• Pornography
• Gambling

– Effects Of Exposure
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Ministry

• Dealing With Opportunities
– Reaching More Than Ever
– Partnering With Greater Depth
– Engaging Students In New Ways


