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I.  Welcome

How many in audience work with computers?

How many have 2 or more computers at home?

How many think your child/ren know more about computers than you?

How many think your child/ren know more about life than you?

There is the problem!!!

Story of Naperville JH bathrooms.  No adults – BIG mess!

Many ways our children’s online experience is like the Naperville bathrooms – unsupervised – anywhere adults are not supervising the results are disastrous!

II. Basics

To many adults computers are a “function”

To students computers are an “experience”

When it comes to a good book for women or the newspaper to men, these are not mere functions of reading; they are enjoyable or satisfying experiences.  For students, the cyber world is an enjoyable experience.

For adults the computer\cell phone\PDA, etc. are “work tools”.  To students they are “friends”.

Immigrants who come to America often speak with heavy accents and may not fully grasp and understand the American culture.  Yet their children will speak perfect English and have a full grasp of American culture.  Many adults are not going to fully grasp the cyber world and will never be able to absorb a web page with 6 different information boxes.  Yet our children communicate with new technologies with ease.

Here is a basic outline of the technologies out there.  This list is not exhaustive and will change every few months!

World Wide Web or Internet – a maze of computers all linked together through URL Addresses brining a wealth of information and services (experiences for our children) through a device with a computer chip (normally a computer but could be another device)

Originally content on the Internet was “Top Down”.  That is someone in authority decided what would be shown and what will not be shown on a web page (a name given to the information that comes up on your computer at a given “web address” also know as a “URL”.  It was often expensive and took knowing cumbersome code to make a web page.

Two Important Concepts before proceeding:

1.  Now a whole new web phenomenon has arisen with “Bottom Up” content. [Called architecture of participation] Anyone can create web material – good or bad!  No code is needed – just type in the box, click a button and your content is on a web page!

According to govtech.net November 2004 survey - 57% of teen internet users “create online content”  I would guess that is more like 85% now!

2. Why would sites provide individuals with “free” web space to create this content? – One word – MONEY!  As in advertising!  Fox’s Rupert Murdoch bought MySpace for $580 million – this has raised the stakes (competition for the eyes\ears of your child is on!)

Advertising on the web generally comes in three forms:

1. Pay website owner if a product is purchased as a result of “clicking” on an ad.

2. Pay website owner if someone clicks on the ad to investigate a product

3. Pay website owner for each “impression” of the add (as in newspaper or tv)

Web Technologies

E-Mail – letter style communication sent over the internet -rarely used by students – mostly for “formal” or adult (parent\grandparent) communication.

Blogs – Online diaries with powerful graphical tools!  Used by students for a while, but are fading in popularity to “social network sites”.  Adults, especially those in information type industries or jobs, use Blogs.

Questionnaire\Polls  - Online content creators offer easy made questionnaires and polls.  Some of the cleanest polls on MySpace ask what color underwear you have on.  They often go downhill form there.  MyYearbook.com advertises that you can vote for best butt in your school.

Picture Galleries – Provide a file system to store and retrieve digital photos.  Often give viewers the ability to vote and make comments.

Video Galleries – Provide a file system to store and retrieve digital videos.

Online Shopping – Purchasing and bidding on auctions are all possible through thousands of sites.

Radio and Video Streaming – Enables those at the proper URL (web address) to listen to music or watch video.  Most of these sites are run by radio and TV stations but not all.

File Sharing – Online “exchange” of files 97% of which are illegal.  These contain:

 -    digital music files easily transferred to CD’s, iPods and other music playing devises  

· video files containing digital videos that can be burned on DVD’s or played on computers, digital iPods, PDA’s etc.

· digital photos

· computer programs

Interactive Sites – Games, competitions, software adventures, etc. – all have some sort of “goal”

Chat rooms – “Entering” a chat room brings up a screen where each person can type and have all others in the room see what they are typing.  Often pictures and more can be shared as well.  A version of chat rooms are used by companies to train employees across the country.

 Instant Messaging – Services such as AIM, Yahoo Messenger, and MSN Messenger allow individuals sitting at the computer (or with a “messenger enabled phone) to “chat” by sending text, pictures, sound, and now live video directly to each other.

Forums\Bulletin Boards – Individuals can come and “talk” or ask questions or give advice.  These are usually divided into categories and give those posting questions or advice an option to receive an e-mail when another comment is posted.

Gaming – Places for individuals to go and play video style games online.  These can be games such as arcade style games, card games, board games and gambling type games.  One can play through their browser or by downloading software that connects to the internet.

Gambling – Online sites set up as online Casinos.

Social Networks – Where middle school through college students are frequenting.  These sites such as MySpace.com, Xanga (thought this one is  more “blog”.) FaceBook, MyYearbook, etc.  These websites offer individuals a place to easily post blogs, pictures, polls, surveys, music, likes, dislikes, etc.  They also offer simple “networking” where they associate themselves with different groups and friends.  Sometimes “friends” collected as a status symbol.  These sites can be “altered” with different backgrounds, colors, fonts, etc.

Other Technologies

Game Consoles  - such as Xbox 360, PS2, Game Cube, etc.  New games can now go onto the internet and even “chat”.

MP3, music players – Ipod and other MP3 players allow children to share both music and pictures directly through e-mail attachments.  A few (mostly PDA style ones) can share files directly.

Cell Phones – Besides talking they send text, Instant Message, share pictures, view specially designed WAP internet pages, get e-mail and now can download video.  (Last year in Korea cell phone video pornography was a 100 million dollar industry.)

Texting Devices – Blackberry and Treo are joined by new “teen friendly” texting devices.  These devices are similar to your old pagers, with the new ability to send messages as well as receive.

Satellite Radios – these are similar to “normal” radios but with more choices and no FCC restrictions.  Sirius radio brags that Howard Stern can now be as dirty as he wants!  (Sen. Ted Stevens is trying to legislate satellite radio, TV and internet.)

III. Cyber Strengths

Social Advantages:

Instant Communication – distance is no longer an obstacle!  Family, friends can now converse and communicate freely (i.e. – Andy’s song – we had it that day!  Abby

S cousins, friends from IL, etc.)

Practice Expressing Oneself – practice “writing” and communicating has brought about many teens learning what “makes sense” and what does not!  Blogs are often “reflective based” rather than conversation based.  (True – many are “me” based!)

Information Access Advantages:

No Respecter of Persons - Nearly everyone has access to information, no bias!

Instant Access – If you can imagine it and it can be turned into a digital format you can get it instantly over the internet!

More Detailed Access – School grades, emergencies, 

Remote Access – Information via phones, computer etc. -  nearly anywhere.  Phone calls when contact was not possible, work, homework even when not at school or in the office.

Targeted Information – Can have appropriate music on mp3 players, tailored websites, kid friendly, Christian based sites, etc. (i.e. PluggedIn for movie reviews.)

Instant gratification of “facts” – IMDB (Internet Movie Data Base) and other services to help you “know” what you need to know

Shop From Home – travel, etc. can all be done right at home

Price Comparison – Easily and instantly compare prices, etc. 

IV Cyber Dangers 

– broken down into 3 categories:

Illegal (Prohibited by law.)

Injurious (Causing or tending to cause injury; harmful: eating habits that are injurious to one's health.)

Inappropriate (Unsuitable or improper.)

** Many children feel empowered to make very poor choices from their quiet bedrooms, with no adult to keep them in check.  Anonymity and Ability without Accountability create a very bad situation!

Illegal

Others

Solicitation for sexual reasons (while this is “high profile” and very scary to adults slightly more that 1000 cases were reported last year – 50 million kids are on MySpace alone!  The chances of someone actually coming to get your child are slim, but we still need to be cautious.)

Identity Theft

Credit card Theft

Destruction of individual’s computers or websites through

Viruses – program typically installed through trickery (executable file attached to something)

Worms – spread, sometimes without help of humans and perform some nasty little trick such as taking info off your computer or allowing someone else to control or look at your files

Trojan Horse – appears to be useful software and often is willingly installed only to turn out to be damaging software

Our Child

File Sharing

· music

· movies

· software

· illegal content (child pornography, etc.)

Threats

Helping those intending to commit a crime

Injurious

Cyber bullying (various forms of making life difficult for someone else – not a physical punch, but an emotional and social “punch”)

· intimidation – through spreading hurtful information (truth or lies)

· spoofing – re-creating a social network site and then using it to hurt the individual’s friends

· representing yourself as someone else - using someone’s phone, webpage, IM etc. and spreading hurtful communication in the name of that person (this generally requires getting the phone, password, etc.)

· Sharing obtained or modified photos that embarrass others

Sexually explicit communication

Embarrassing inappropriate speech

Inappropriate

Inaccurate or misleading information – websites that mislead purposely – (martinlutherkingjr.com)
Hurtful or hate sites – remember any group can get a site!

Promiscuous, embarrassing, risky behavior

Sensual\Pornographic

· Due to “pay per click” or “pay per impression” advertising this is no longer “behind doors”, there is no need for a credit card

· Search engines can “front” sites – pornographer sets up a site on skateboards complete with meta search data and pictures, etc. of skateboards.  After 30 seconds on the “front” site the viewer is sent to a pornographic site

· Some sites allow advertisers to use sexually explicit advertising
· Cell Phone pictures and video

· iPod picture sharing, iPod Video
V Wise Practices – A three-step plan

All three steps are vital.  You must do all three to effectively keep your child away from the negative influences available through technology

1. Spend Time With And Disciple Your Child!
a. Throw out Quality vs. Quantity

b. Don’t Over Book on Activities

c. Talk About Worldview Questions

d. Explain Your Faith
You cannot skip this step!!!

James Dobson’s example of Quality vs. Quantity – anyone go to a first class steak house and ok with a one-inch cube of steak?  NO WAY!  Quantity does matter.

You need to disciple your children.  Teach them what is acceptable.  How should they talk to one another – in person and online.  Be around to observe how they behave.  Guide and direct them when they choose wrong behavior.  

Spend time talking about why as Christians we stay away from certain content.  (This should include shows, TV, movies, books, magazines, radio, Internet, EVERYTHING!)  Why do we disrespect women when viewing pornography?  Why does the Bible prohibit gossip and what does it lead to?  What does the Bible mean by “preferring others above ourselves” and what does that look like in everyday life?  What is exhibitionism and why is it popular with today’s teens and culture?  What is the difference between Social Network Site “friends” and face to face friends?

There simply is NO substitute for spending time with your child.  None.

2. Understand Technology and set clear Loving Limits!

What programs are on the computer?

What type of internet\computer services are you willing to let them use and under what conditions?  What are the consequences for misuse?

 - Chat rooms

 - Instant Messaging

 - Blogs

 - Social Networks

 - Gaming

 - Gambling

 - File Sharing

 - Etc.

What type of non-computer (typically game consoles and MP3 music devices) are you willing to let them use?  What are your expectations if you allow them? (Time, content, etc.)

How long are you willing to let them use it?

What are your rules for use? 

· No “click offs” of any open window on the computer or turn offs of music or games when you walk into the room!

· Never share your passwords

· No profiles

· Only verifiable “friends”

· Do not share personal information

· Agree to “block” certain individuals who are rude, slander, gossip, spoof, deceive, etc.  If you child cannot bring themselves to carefully choose friends, block the social networks with your software.

· No illegal file sharing

· Get permission to install any software

· Do not open up any mail attachments unless you were specifically told they were coming and what they are

· Periodic music and picture checks on mp3 and other devices

· Games for devices must be approved

· Computers should be in public place

· No computer passwords

Be prepared to take technology away when your children disobey the rules – it is not their Devine right to have these services or devices!

3. Use some type of blocking and/or monitoring software.

· Firewall

· Virus

· Filter

Liken to: boys room with pornographic magazines all over the floor and insisting the boy never, never look at them.  The internet is similar, instant access to inappropriate material – danger!!

· Low Level - OS software and browser settings 

· Medium Level – “premium services” such as AOL, MSN, Yahoo DSL all have internet settings which are slightly more secure than OS software and browser.

· High Level - Specific Firewall, Virus and Filter Software – the best!  Many are nearly impossible to get around – give you a level of control with blocking and reporting features.

